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1. About this Document

This document is an overview of the software installation and usages of the eToken device on multiple

platforms.
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2. How To Install Safenet Authentication Client Tools

The Safenet client has to be installed in order for the token to be detected in the machine, kindly follow

the steps below to complete the installation.

NOTE:

For CORENET users: Skip this step and download Netrust Digital Signer v4.1.3.

= STEP1

Go to Netrust website htips://www.netrust.net/ > click on Resources and select Downloads.

Resources~ News & Events~
u

I Downloads I

Under Netrust Downloadable Software, select the software depending on what is the version of your
PC’s Operating System and Windows Version.

Example: | am using a Windows 10 PC running on 64 Bit Operating System

= STEP2

Select and run the file accordingly.

For Windows 8/10/11 Running on 64 Bit Operating System using an eTOKEN

Safenet Authentication Client
o Safenet Authentication Client 10.8 R10 Token Driver for 64 bit
SHA-1: 3e1e428d1af9237e0dd86a74afdecbaSp92ce602
MDS: e60266d42b6d14dcd6bde71fb0d676b4
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= STEPS3

Open the software folder, extract the ZIP file and double click on SAC 10.8 X64-10.8.msi file to run
the installation

= O X
+
> Downloads > SAC10.8R10-x64-10.8-R10 Search SAC10.8R10-x64-10.8-R1C Q
T Sort - = View aen ([ Details
Name Date modif:;d Type Size
~ Today
¢ P SAC10.8R10-Public-x64-10.8-R10.msi 27/2/2024 12:09 Windows Installer ... 15,907 KB
¢ i)
. Step 3

= STEP4
Click on ‘More Info’ and ‘Run anyway’ to proceed

Windows protected your PC Windows protected your PC

oft Defender SmartScree ed an unrecognized app from
PC at risk

SAC10.8R10-Pu

Publisher: Unknown pi
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= STEPS
Click on ‘Next’ to proceed.

"8 SafeNet Authentication Client 10.8 R10 Setup X
Welcome to the Safelet Authentication
THALES Client 10.8 R10 Installation Wizard

The Setup wizard will install SafeMet Authentication
Client 10.8 R10 on your computer. To continue, click
Next.

It is strongly recommended that you close all
Windows programs before running the Setup wizard

Step 5

O

< Back Cancel

= STEPG6
Uncheck “Use the existing configuration settings” and click on ‘Next’ to proceed.
"8 SafeNet Authentication Client 10.8 R'IO- Set-up X |
Interface Language
Select the interface language. THALES

Select the SafeNet Authentication Client 10.8 R10 interface language:
English v

Setup has detected existing configuration settings

[(JUse the existing configuration settings

Step 6

InstaliShield - &
<Back Cancel
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= STEP7
Select ‘| accept the license agreement’

= STEPS8
Click on ‘Next’ to proceed.

"M SafeNet Authentication Client 10.8 R10 Setup X

License Agreement

THALES

Please read the following license agreement carefully.

THALES SOFTWARE LICENSE TERMS |
SafeNet Authentication Client

Legal nntira:

Step 7
Thales s¢ " old; rather, copies of Thales software are licensed

all the way thrgsgh the distribution channel to the end user. UNLESS YOU
HAVE ANOTNQ,REEMENT DIRECTLY WITH THALES THAT CONTROLS AND
| |ALTERS YOUR UME OR DISTRIBUTION OF THE THALES SOFTWARE. THE

| accept the license agreement
| do not accept the license agreement

| Instalishield G
< Back Cance

Step 8

= STEP9
Click on ‘Next’ to proceed.

"8 SafeNet Authentication Client 10.8 R10 Setup X

Destination Folder
Click Next to install to this folder, or click Change to THALES
install to a different folder.

J Install SafeNet Authentication Client 10.8 R10 to:

1 C:\Program Files\SafeNet\Authentication\ Change...

Step 9

| InstaliShield

\ < Back Cancel
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= STEP 10
Click on ‘Install’ to proceed.

"8 SafeNet Authentication Client 10.8 R10 Setup X |

THALES

|
| The wizard is ready to begin installation.
Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back.
Click Cancel to exit the wizard.

Step 10
InstaliShield -
< Back Cancel
| "8 SafeNet Authentication Client 10.8 R10 Setup — X |
|
| Installing SafeNet Authentication Client 10.8 R10
| THALES

The program features you selected are being installed.

Cd] Please wait while the InstallShield Wizard installs SafeNet
Authentication Client 10.8 R10. This may take several minutes.

Status:
Validating install....

InstaliShield
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= STEP11
Click on ‘Finish’ after the installation have been completed.

8 SafeNet Authentication Client 10.8 R10 Setup X

SafeNet Authentication Client

10.8 R10 has been successfully
installed.

THALES

Click Finish to exit Setup.

(1]
w
r'\;

Cancel
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3. How To Install Entrust Certificate Agent (ECA)

Note: If you currently have Entrust Entelligence Security Provider installed, please uninstall
first before installing Entrust Certificate Agent.

= STEP1

Go to Netrust website https://www.netrust.net/

Click on Resources, then click on Downloads.

Resources~ MNews & Events~
u

I Downloads I

Under Netrust Downloadable Software, select the software depending on what is the version of your
PC’s Operating System and Windows Version.

Example: | am using a Windows 10 PC running on 64 Bit Operating System

= STEP?2

Select and download the file under Entrust Certificate Agent 11 for eToken

Entrust Certificate Agent
o Entrust Certificate Agent 11 for eToken
SHA-1: 173DA4719102A4E3A5A0B450C328DEAGS691EF35
MDS5: 33A7897B21F455393521DE642450C6C]

= STEP3

Open the software folder, extract the ZIP file, and double click on ECAW11.01.1.42x64.exe file to run
the installation

Netrust Restricted
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Name Date modified Type Size

B3 ECAW11.01.1.42x64.exe 12/9/2023 10:40 Application 11,238 KB

ity

Step3

= STEP4
The installation will proceed automatically.

= STEPS5
After installation the icon will appear at the Windows taskbar.

L2

B —+ 180%
306 PM

ENG Em

25/8/2021
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Tools

= STEP1

How To Change eToken Password via Safenet Authentication Client

Open SafeNet Authentication Client Tools

Ensure that your eToken is plugged in

Click on ‘Change Token Password’

‘;S;' SafeMNet Authentication Client Tools

NETRUST

YOU CAN BE SURE

* Name of user /

2012

Rename Token

Step 1 $ prane

Change Token Password

Unlock Token

Delete Token Content

View Token Info

Disconnect SafeNet Vinual Token

Netrust Restricted
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= STEP2

Enter Current Token Password
NOTE: This instruction will not be applicable for users that has forgotten the current token password. If you have
not set a password at Netrust office, please enter the default token password: 1234567890

(S) safeNet Authentication Client Tools - x

NETRUST

YOU CAN BE SURE @0 i ? &

I:D Step 2

Cumrent Token Password: ||

New Token Password: [ l |:> Step 3

Confirm Password: [ ]

=y
o

The new password must comply with the quality settings defined on the token

A secure password has at least 8 characters, and contains upper-case letters, lower-case letters,
numerals, and special characters (such as |, §, &, %).

Current Language: EN Step 4
Enter your cument password. ﬁ
0K Cancel

= STEP3
Enter your preferred New Token Password

= STEP4
Click ‘OK’ to proceed

= STEPS5
Password is changed successfully when you received this prompt.
Click ‘OK’ to proceed.

Change Password et

o Password changed successfully.

Y

Step 5

Netrust Restricted
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5. Online Certificate Renewal via Entrust Certificate Agent (ECA)

1. What is the function of ECA?

Entrust Certificate Agent (ECA) is a client software which monitors user’s certificate expiry status.
When the certificate is expiring soon, ECA will prompt users to renew their certificate for user’s
certificate to be always active and no disruption during day-to-day operation.

It also can encrypt and digitally sign files for safeguarding of files.
2. How to check if your ECA is properly configured

The auto-renewal of Netrust Certificate requires an internet connection to Netrust servers. For the
auto update to facilitate users need to make sure the following firewall ports are configured to allow
internet connection from user’s terminal to Netrust servers:

Port 829 — This port will be used by the ECA program to poll and retrieve available updates/renewal
for the certificate

Port 389 — This port is used by ECA to connect to Netrust directory if users need to access the
address book using Idap21.netrust.net or for other reasons require access to our LDAP (e.g. secure
email)

To test if the ports are configured correctly, on your PC go to command prompt and type:

» telnet authority21.netrust.net 829
e telnet Idap2l.netrust.net 389

If the ports are not configured correctly, you will receive the message, “Could not open connection to
the host, on port 829: Connection failed”

NOTE: You may contact Netrust for assistance or guidance

3. When will I know that my certificate is due for renewal or about to expire?

A prompt / notification will be shown at the bottom right of the taskbar where the ECA is installed

c]a

—+
34 AM

Netrust Restricted
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= STEP1
A pop up message will appear on the bottom right hand corner of the PC, from Entrust
Certificate Agent:

Entrust Digital ID Update Request

There will also be a prompt from Safenet Authentication Client (token driver) as below.
Please follow from Step 2 to update the token.

B SafeNet Authentication Client

SafeMNet Authentication Client

Data on your token expires in 32

= STEP?2
Open up all the hidden icons from the bottom right hand corner of the PC and click on the icon
(as shown below) so update your digital certificate

A

5 &
. @ IZ_] ] ‘IE:I,n".q.I,-"EﬂEq] Ez?,

Netrust Restricted
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= STEP3
Click on ‘Update’ to proceed.

&_3 Entrust Digital ID Update Request

Name of user  certfficates require an update by the Certification Autharity (CA). Regular updates
are required to ensure certificates remain valid, so that cryptographic operations can continue to
complete successfully.

| Update Remind Me Later Help Dietails 5= I
Step 3
= STEP4

Enter token password

= STEPS5
Click on ‘OK’ to proceed

';:_-i\;' SafeMet Authentication Client Tools - X

NETRUST

YOU CAN BE SURE

Enter the Token Password

Token Name: Metrust Test Token

Token Password: Step 4 ¢ |i-|------.|

Current Language: EN

Step 5 O OK Cancel

= STEPG6
Click on ‘OK’ after the certificate has been updated successfully.

Entrust Entelligence Security Provider >

Mame of user  Entrust digital 1D has been successfully
updated.

step 6 >

Netrust Restricted
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= STEP7
The ECA is able to create a personal encryption group for file encryption and digital signing
for users that frequently communicate

This personal encryption group can contain recipients from Netrust and other users
with a public certificate saved locally

X
Right click on the . select the option Entrust certificate explorer

Options...

Enroll for Entrust Digital ID...
Recover Entrust Digital ID...

Entrust Certificate Explorer

Help ﬁ Step 7

Log In...

= STEP S8
A pop up window will appear, right click and select New Personal Encryption Group

ﬁ Entrust Certificate Explorer - m} X
File Edit View Help

>~ ‘ ~ Search ~

g Personal [ Name
[ Trusted People
[J Other People BTest

ﬁ‘i Personal Encryption Groups

gl Search Results New Personal Encryption Group

ﬁ o

Netrust Restricted
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= STEP9
From the pop up window type to set a group name and click add to choose certificates from
the certificate store or Netrust LDAP

New Group Group e

General

% Hame : ‘ Test

Members:

MName

oK Cancel Help

= STEP 10
Type in search user name to find from Netrust LDAP or select certificate from local
certificate store to add to the Personal Encryption Group

38 select People b4

831 Please select the other people you wish to encrypt for, Use the ssarch button to search the directory for their encryption certificates.

#- | Name of user I
|

o BS
Name Email
I Certif -
$ Local user test@test.com.sg
OR
Show: AN v ¥
Cancel Help

Netrust Restricted
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= STEP11
Click ‘OK’ once all certificates selected to finalize group

Test Group

General

&B Name: ‘ Test

Members:

Name

i Mame of user

Step 11

View

Help

~ £ Personal Encryption Groups

Test
o Search Results

< >

Entrust Certificate Explorer x
File Edit View Help
pe) ‘ Search ~
Personal Name
o e e

There are 1 Personal Encryption Groups.

The group name will appear in Entrust Certificate Explorer.

Netrust Restricted
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vk wNe

222 Alltools Edit

Menu

Prepare a document file
Print & save as PDF format
Insert token
Open file now as .pdf

Click “ View more “ then “ Use a certificate “ under All tools

All tools

B

R0

®

3

¥

H & ®

I®

&

Export a PDF
Edita PDF
Create 3 PDF
Combine files
Organize pages
Add comments
Request e-signatures
Scan & OCR
Protect a PDF
Redacta PDF
Compress a3 PDF
Prepare a form

Fill & Sign

&)
e >

@ Yy Testpdf

Convert

Sign

How To Sign Documents Digitally with Adobe

= Menu

£ Alltools  Edit

All tools

= Add comments

[ Rrequeste=signatures

Scan & OCR

=

Protect a PDF

Redact a PDF

M

(i3]

Compress a PDF

Prepare a form

R @

Fill &Sign
1A converttoPOF

&, Add a stamp

@ Yy Testpdf

Convert

@ 3 certificate

x

Sign

[}j Use print production
& Measure objects
Compare files
[ Add rich media

Send for comments

ad

)

Use guided actions

Prepare for accessibility

)

[% Apply PDF standards

4+ Create

Digitally sign or certify
documents and validate
authenticity

Convert, edit and e-sign PDF forms &

agreements

Free 7-day trial

Copyright © 2024 Netrust Pte Ltd. All Rights Reserved.
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6. Click “ Digitally Sign “

{ Use a certificate X

@Digitally sign )

[_8 Timestamp

7. Click “OK*“

Acrobat Reader

L Using your mouse, click and drag to draw the area where you would like the

L signature to appear. Once you finish dragging out the desired area, you will be
taken to the next step of the signing process.

[(JDo not show this message again

8. Drag & draw at any area that you want to digitally sign

= Menu R  YY testpdf X | 4 Create

Alltools  Edit  Convert  Sign

€ Use a certificate x

AR

[& Timestamp

0

A

Netrust Restricted
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9. Choose the Digital ID (certificate from token) that you want to use for signing

Sign with a Digital ID X

Choose the Digital ID that you want to use for signing:

@ l ® ] Name of User (Windows Digital ID) View Details
B issued by: Netrust CA 2-1, Expires: 2025.06.13

@ ( Configure New Digital ID ) ( Cancel )

10. Click “ Continue “ and your certificate will be prompted to be confirmed
11. Click “ Sign “

Signas"”  NameofUser " X

Appearance  Standard Text v
Digitally signed by

Name of User

Date: 2023.06.21
08:53:30 +08'00'

O Lock document after signing View Certificate Details

O €D

Name of User

Netrust Restricted
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12. A pop up window will open to save the digitally signed PDF file, select the destination to save the file

and click save

Save As

€« v 4 B> ThisPC > Desktop » v @  Search Desktop L

Organize = New folder

I Desktop A Name Date modified Type

| Documents
4 Downloads
b Music

&= Pictures

B Videos

i Local Disk (C:)

3 Lenovo_Recover

=¥ Network
v < >

File name: | Test File

Save as type: | Adobe PDF Files (*.pdf)

~ Hide Folders Save Cancel

13. Enter your token password to digitally sign

';%' Token Logen

NETRUST

YOU CAM BE SURE

Enter the Token Password

Token Name: MName of user

Token Passward:

Current Language: EN

QK Cancel

Netrust Restricted
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14. Your digital signature will be reflected in the PDF document after it is being sign successfully.

= Menu | (Y Yy Testpdf X |+ Creste

88 Alltools  Edit Convert  Sign
All tools x l‘b Signed and all signatures are valid.

[® exportaPOF

20

Edita PDF
Digitally signed

@

Create 3 PDF Name of User
Name of User
Date: 2023.06.13

09:42:56 +08'00'

ERRCE ~

3

Combine files

%[l Organize pages

Add comments

(5]

Request e-signatures

Scan & OCR

=

Protect a PDF

Redacta PDF

Iz 04

Compressa PDF

@ Prepare a form
£ Fill&Sign

& View more

*ALTERNATE STEP: If you need an image of the digital signature you can create one

Signas " Name of User " %

Appearance  Standard Text v
Digitally signed by

Name of User

Date: 2023.06.21
08:53:30 +08'00'

O Lock document after signing View Certificate Details

- €D

Name of User

Netrust Restricted
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I. Select Image and click Browse

Customize the Signature Appearance

= g

Text Draw

Include Text

.  Select ascanned image of the signature

L Open
4 m *» ThisPC > Desktop

Organize = Mew folder

& This PC hame

» 3D Objects = Test Signature,pdf
m Desktop
14 Documents
& Downloads
J Music
= Pictures
B Videos
2. Local Disk (C)

v £

File pame: iTest Signature.pdf

@O

Image] None

Digitally signed
by <your
common name
here>

[ Browse] Clear

Text Direction

o
v ) Sean 0 P
~ [[1

Date modified Type ,

24/472020 2:29 PM Adobe Acrobat Docu..,
W

>

~| | Acrobat PDF Files (*pdf) v

Netrust Restricted
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lll.  Theimage can be customized to the preference required and save

Customize the Signature Appearance

B 4 @ O

Text Draw Image None

\ IW -
Vi~

Include Text

CName
Opate
O Logo
[JReason

[ pistinguished Name
[JAdobe Acrobat Version
[JLocation

Labels

Preset name

IV.  Theimage will be available during signing

Sign as "Name of User "

Appearance

Created 2020.04.24 14:57:48 +08... v

\ IW \
VT~

O Lock document after signing

Review document content that may affect signing

Browse Clear
Text Direction

Auto =

Digits format

0123456789 v

Cancel Save

( Create ) ( Edit )

View Certificate Details

Review

Copyright © 2024 Netrust Pte Ltd. All Rights Reserved.
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V.  Signed with image

File Edit View Window Help

Home  Tools test1.pdf
w ® 8 R Q

Signed and all signatures are valid.

S B &

N

©

/2

A 1s0%

(Signature Panel )

M

Netrust Restricted
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7. How To Ensure Digital Signature is Automatically Trusted (AATL)

These steps will be required if you are using an intranet PC or Adobe Acrobat Reader
software that has not been updated.

= STEP1
Open any PDF Document
Click on the ‘Menu’ (at the top left)

= STEP 2
Click on ‘Preferences...’

= Menu ' ﬂ' Test pdf x + Create

Open Ctrl+0
Open recent files »
Create PDF n
Compbine files

@,
Save as. Shift+Ctrl+5 ‘é‘
Convert to Word, Excel or PowerPoint
Save as Text. CJA
Protect Using Password 1A|.
Regquest e-signatures
Share file a‘
Print_ Ctri+P
Search >
Paste Ctri+V
Undo, Redo & more >
View >
Disable new Acrobat Reader
Window >
Help >
Preferences.. Ctri+K <=
Protection >
Document properties. Ctri+D
Exit application Ctri+Q

Netrust Restricted
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STEP 3

Select Trust Manager

STEP 4

Under Automatic Adobe Approved Trust List (AATL) updates, click ‘Update Now’

automatically when you see the green tick (as per below)

lgmd and allsignatures are valid

CERIRA .~ |

Signed and all signatures are valid.

x  Signatures

Preferences X
Categories: Trust Manager
Documents ~ PDF File Attachments
Full Screen [~] Allow epening of non-PDF file attachments with external applications
General
Page Display Restore the default list of allowed and disallowed file attachment types: Restore
30 & Multimedia
Accessibility Internet Access from PDF Files outside the web browser
Adobe Online Services Unless explicitly permitted, PDF files cannot send information to the Internet.
Email Accounts
Forms Change Settings...
Identity
\ntemeF Automatic Adobe Approved Trust List (AATL) updates
JavaScript
Language [ Load trusted certificates from an Adobe AATL server
Measuring (2D)
Measuring (3D) [ Ask before updating Update Now <: Step 4
Measuring (Geo)
Multimedia (legacy) Automatic European Union Trusted Lists (EUTL) updates
Multimedia Trust (legacy)
[] Load trusted certificates from an Adobe EUTL server
Reading
Reviewing i
Search [ Ask before updating Update Mow
Security
5
ecurity (Enhanced) Help
Signatures
Spelling
Tracker
Trust Manager <:: Step 3
Units v
. y . .- . . .
After updating the AATL updates, you'll notice that your digital signature is trusted

=

> éb Rew 1-Signed by Name of user

Source of Trust obtained from Adobe Approved ™

rust List (AATL

o % Revw. 1: Signed by Name of user

Signature is valid:

Source of Trust obtained from Adobe Approved Trust List (AATL).

Copyright © 2024 Netrust Pte Ltd. All Rights Reserved.

Netrust Restricted

Page 31 of 74



Netrust User Setup Guide Version 1.7

8. How To Check Certificate Details on eToken

= STEP1
Open SafeNet Authentication Client Tools
Click on the Advanced View icon

(@ SafeNet Authentication Client Tools - x

NETRUST
YOU CAN BE SURE g@ﬂ?ﬁ

Step 1
’ Name of user /

Rename Token
sriededy (Change Token Password
f Jniock Token
@ Delete Token Content
p View Token Info

© Netrust Pte Ltd.

= STEP 2
Under the Token drop down list, select ‘User Certificates’

= STEP3
Double click on the certificate on the right hand side to view more information

(S) SafeNet Authentication Client Tools = X

NETRUST
YOU CAN BE SURE @O i?26

v-&

feNet Authentication Client Tools HE

lssued To Issued iration Date _Purposes

5] Name of User Netrust CA2-1  13-Jun-2025 Al application policies
[5] mNameofuser  NetustCA2-1 13un-2025  All application policies

@

Step 3

© Netrust Pte Ltd.
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= STEP 4
Click on the ‘Details’ tab

= STEPS5
Click on ‘Subject’

= STEPG6
The certificate details will be shown in the box below

Step 4

™ CertificateG *
General Certification Path

Show: | <all= w
Field Value 2
B Serial number 00ac3aa9240000000057c9e699
B Signature algorithm sha256R5A

DSignature hash algorithm sha256

Dlssuer Metrust CA 2-1, Netrust Certifi...

Dh‘alid from Thursday, 13 February 2020 2...
i Monday, 13 February 2023 2:...

733H:2002131450M...

DA (048 Rite

Step 5 ¢>

Step 6 ¢} SERIALMUMBER. = SG-XXXXX733H:2002131450M3:E:0
CM = Name of user

OU = Metrust Pte Ltd

OU = Metrust CA 2-1

OU = Metrust Certificate Authority

O = Netrust Pte Ltd

C =5G

Edit Properties. .. Copy to File...

Netrust Restricted
Copyright © 2024 Netrust Pte Ltd. All Rights Reserved. Page 33 of 74



Netrust User Setup Guide

Version 1.7

9. How To Digitally Sign/Encrypt Files Using Entrust Certificate Agent
(ECA) using Microsoft Office Applications

= STEP1

Select any Microsoft Word, Excel or PowerPoint file individually to sign digitally

= STEP2

Right click on the file and select ‘Digitally Sign File..."” to proceed next

TESTidocc

Open

Edit

Mew

Print

7-Zip >
CRC SHA >

B o g

Convert to Adobe PDF
Convert to Adobe PDF and EMail

Combine files in Acrobat...

Encrypt File with Password...

Encrypt File...

Step 2 :Dl

Digitally Sign File... |

Cncrypt and Digitally Sign Mile..
Share

Scan with Apex One
Open with...

Give access to )

Restore previous versions

Send to )

Cut

Copy

Create shortcut
Delete

Rename

Properties

Netrust Restricted
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= STEP3
A pop up window will appear from ‘Digitally Sign Files Wizard’
Click on ‘Next’ to proceed

| & Digitally Sign Files Wizard X

Welcome to the Digitally Sign Files
Wizard

This wizard will guide you through the process of digitally signing
files.
The files you are signing are:
test pdf
Step 3
To continue, click Next. &

= STEP4
Check if the information is correct under ‘Your Signing Certificate’
Click on ‘Next’ to proceed

' | & Digitally Sign Files Wizard X |
Digital Signature Options
Digitally signed files are signed by yourself. a
Your Signing Certfficate: Name of User Verification Certificat Choose...
o p— Ty R —
Step 4
oo [ | s

Netrust Restricted
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= STEPS5
A pop up window will appear from ‘SafeNet Authentication Client Tools - Token Logon’
Enter Token Password

(S SafeNet Authentication Client Teols - x

NETRUST

YOU CAN BE SURE

Enterthe Token Password

Token Name: Name of user

Token Password: Step 5 C> |

Current Language: EN

Step 6 Cp> oK Cancel

= STEPG6

Click ‘OK’ to proceed
= STEP7

Document is digitally signed successfully after receiving the following message from the pop

up window

Click on ‘Finish’ to proceed

— —
| |.& Digitally Sign Files Wizard X

Completing the Digitally Sign Files

a Wizard

You have successfully signed the following files:
| Stest pdf p7m

(C) Delete the original files on finish

Step 7

< Back Cancel
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= STEPS8

The digitally signed file will be saved automatically in the file location as a .p7m file extension
NOTE: ECA will be required to view the file

= STEP9
Right click on the file and select ‘Properties’ to check on signature information

el
==
a
'y |
|
|

TE_,T docpT
Decrypt, Verify and Open
Decrypt and Verify
T-Zip 2
CRC 5HA %
1 Share

l!gl Scan with Apex One
Open with...

Give access to b

Restore previous versions

Send to b

Cut
Copy

Create shortcut
Delete

Rename

Step 9 $ I Properties I

Netrust Restricted
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= STEP 10
A pop up window will appear, click on ‘Security Status tab’
A summary of the signature information will be shown in the box below
= STEP11
Click ‘OK’ to proceed
_# TEST.docx.p7m Properties
General | ilSecurty Details Previous Versions
Summary: 0 Step 10
Q Signature Information
Signature Status: Ok
Signed By: Name of user
Signing Time: Monday, 13 April 2020 - 11;10: 50 AM
Signature Algorithm: RSA
Hash Algorithm: SHAZGE
Certificate Status:  OK
The digital signature on this file is valid and trusted.
View Cerificate ~ Details
Step 11 > Cancel Apply
Netrust Restricted
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= STEP 12 — How to Encrypt and Digitally Sign a file

= STEP 13

Right click on the file and select ‘Encrypt and Digitally Sign’ to proceed next

B

Step 13 |::>

Open

Edit

New

Print

7-Zip >
CRC 5HA >

o

Convert to Adobe PDF
Convert to Adobe PDF and EMail

Combine files in Acrobat...

Encrypt File with Password...

Encrypt File...

Digitally Sign File...

Encrypt and Digitally Sign File...
Share

@ o

Scan with Apex One
Open with...

Give access to >

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

Copyright © 2024 Netrust Pte Ltd. All Rights Reserved.
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= STEP 14
A pop up window will appear from ‘Encrypt and Digitally Sign Files Wizard’
Click on ‘Next’ to proceed

| |8 Encrypt and Digitally Sign Files Wizard X

Welcome to the Encrypt and
Digitally Sign Files Wizard
This wizard will guide you through the process of encrypting and

digitally signing files for yourself and others.

The files you are encrypting and signing are:
(&) test pof

Step 14
To continue, click Next. u'

= STEP 15

Check if the information is correct under ‘“Your Encryption & Signing Certificate’
Click on ‘Encrypt the files for other people in addition to myself’ and click ‘Next’ to proceed

| & Encrypt and Digitally Sign Files Wizard X
Encryption and Digital Signature Options

Encrypted and digttally signed files are encrypted for yourself and optionally for a
other people and signed by yourseff.
Files are always encrypted for yourself.
Your Encryption Certfficate: Name of User  Encryption Certificats Choose...
Encryption Algorithm: AES256 (256-bit) v
(JEncrypt the files for other people in addttion to myself:
Your Signing Certificate: Name of User Verfication Cerificat Choose...
Hash Algorithm: SHA256 v

Step 15

o Cacs
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Copyright © 2024 Netrust Pte Ltd. All Rights Reserved. Page 40 of 74



Netrust User Setup Guide Version 1.7

= STEP 16

Click ‘Add’ to search for the recipients in the Netrust LDAP directory or you can add user
public certificates which have been saved in your machine

& Encrypt and Digitally Sign Files Wizard X

Additional Recipients
Select the other people these files will be encrypted for. Only these people and
yourself will be able to decrypt the files.

1

To encrypt files for other people you need their encryption cerificates. Use the Add button
to select the other people you wish to encrypt for.

Name E-mail Address

Step 16

Add... Remove View

< Back Next > Cancel

= STEP 17

You can view the certificates from local certificate store or personal encryption groups which
can be saved from the ‘ECA certificate explorer

32 Select People X

8& Flease select the other people you wish to encrypt for. Use the search button to search the directory for their encryption certificates.

&P |\ w Search -

Name Email
Local Certificates A~

Public certificates saved on local machine

Personal Encryption Groups »

g Encryption Groups saved for regular usage

Show: | All ~ View

oK Cancel Help

Netrust Restricted
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= STEP 18

Click on ‘search’ after typing in name/email of user to encrypt file to

2 Select Peaple

88 Please select the other people you wish to encrypt for. Use the search button to search the directory for their encryption certificates.

2|

w Search -

Name Email

Local Certificates

Public certificates saved on local machine

Persanal Encryption Groups

8 Encryption Groups saved for regular usage

Show: | All ~

= STEP 19
Select name of user searched and click ok

35 Select People

88 Please select the other people you wish to encrypt for. Use the search button to search the directory for their encryption certificates.

View

0K Cancel Help

& | Name of user

v| Search -

Name Email Issued by Expiration Date Intended Purpose
Netrust CA 2-1 - Netrust Certificate Authority

~

i Name of user MNetrust CA 2-1 12/9/2022 <All>

</

Show:  Search Results s

J L v
v
View
Step 19

Cancel Help

Netrust Restricted
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= STEP 20
Click ‘Next’ and you will be prompted to key in token password

' | Encrypt and Digitally Sign Files Wizard X

' Additional Recipients
| Select the other people these files will be encrypted for. Only these people and a
yourself will be able to decrypt the files. [

To encrypt files for other people you need their encryption certfficates. Use the Add button
to select the other people you wish to encrypt for.

Name E-mail Address

Name of User

Step 20
Add... Remove View

<B Cace

L

= STEP21
Click OK

'S' SafeMet Authentication Client Tools — x

NETRUST

YOU CAN BE SURE

Enter the Token Password

Token Name: MName of user

Token Password: $ ‘ |
\Y

Current Language: EN

Step 21

OK Cancel

Netrust Restricted
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= STEP 22
Click ‘Finish’ to complete encryption

j Encrypt and Digitally Sign Files Wizard X

Digitally Sign Files Wizard

You have successfully encrypted and signed the following files:
3 Testdocx.p7m

a Completing the Encrypt and

[[]Delete the original files on finish

Step 22

< Back Cancel
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STEP 23

The encrypted and digitally signed file will be saved automatically in the same file location

as .p7m extension
NOTE: ECA will be required to view the file

STEP 24

Right click on the file and select ‘Properties’ to check on signature information

=>

Step 23

b
O]
L]

Testidocpy

Step 24

Decrypt, Verify and Open
Decrypt and Verify

7-Zip

CRC SHA

Edit with Notepad++
Share

N

Scan with Apex One
Open with...

i i

Give access to

Add to archive...

Add to "Test.docxrar”

Compress and email...

Compress to "Testdocxrar” and email

Restare previous versions

Send to

Cut
Copy

Create shortcut
Delete

Rename

Properties
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STEP 25

A pop up window will appear, click on ‘Security Status tab’
A summary of the signature information will be shown in the box below

STEP 26

Click ‘OK’ to proceed
Ij Testdocx.p7m Properties X
General | Security Status § Security Details Previous Versions

Summary ﬁ Step 25

a Signature Information

Signature Status:  OK

Signed By: Name of user

Signing Time: Tuesday, 19 May 2020 - 5:14:21 PM
Signature Algorithm:RSA

Hash Algorithm:  SHA256

Certificate Status:  OK

The digital signature on this file is valid
and trusted.

Encryption Information

Content Encryption Algorithm:3DES

View Certificate ~ Details
Step 26

Netrust Restricted
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10. How To Digitally Sign using Microsoft Office Word

= STEP1
Open up a document that you wish to digitally sign directly on it
Click on ‘File’

@ d U =

FILE HOME IMSE

L) Cut

Copy

~ Format Painter

= STEP2
Under Info, click on ‘Protect Document’

= STEP3
Select ‘Add a Digital Signature’

Info

Open Desktop
Save Protect Document
Control what types of changes people can make to this document,
5 As Protect
e Document - ¢ Step 2
Save as Adobe Mark a= Final
PDF -
DO‘ Let readers know the document is

final and make it read-cnly

Print
o Encrypt with Password rare that it contains:

Password-protect this document uthor's name
Share
Export D Restrict Editing

Control the types of changes others

can make

Close
Add a Digital Signature bns of this file,

o . .
DQ Ensure the integrity of the document
by adding an invisible digital signature ¢ Step 3

Account

Options
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= STEP4
Select a Commitment Type from the drop down list

Mone

Created and approved this document
Approved this document

Created this document

= STEPS
Enter a content under ‘Purpose for signing this document’

= STEPG6
Click on ‘Sign’ to proceed

Sign ? X

0 See additional information about what you are signing...

You are about to add a digital signature to this document. This signature will not be
visible within the content of this document.
v :> Step 4

_Burpose ’or signing !H:s aocumen!:
':D Step 5

Commitment Type:

To include information about the signer, click the details button. Details...

Signing as: Name of User
Issued by:  Netrust CA 2-1

Change...

cace
b

Step 6

= STEP7
Click on ‘OK’ to proceed

Signature Confirmation X

Your signature has been successfully saved with this document.
If the document is changed, your signature will become invalid.

Dgon't show this message again

Step 7

Netrust Restricted
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= STEPS8
After digitally signing successfully, you will notice that the document is signed and protected

Info

TEST
Desktop
D Signed Document
. Xg This document has been signed and marked as final. |t should not be edited. If
Save As View anyone tampers with this document, the signatures will become invalid.
Signatures
Save as Adobe
PDF Step 8
Print Protect Document
} [2 This document has been marked as final to discourage editing.
Share Protect
Document -
Export
S @ Inspect Document
h— Befare publishing this file, be aware that it contains:
Check for Document properties and author's name
Account Issues -
Options
Fﬁ Versions
q 7] There are no previous versions of this file,
Manage
Versions ~
= STEP9
Within the document, you will see the following information reflected after it is sign successfully

FILE HOME INSERT DESIGN PAGE LAYOUT REFEREMCES MAILINGS REVIEW VIEW ACROBAT

D MARKED AS FINAL An author has marked this document as final to discourage editing.l Edit Anyway

L G 2 1 g 1 2 3 4 5 6

Step 9
~
? EH - 8 X
Sign in
x
Signatures -
Valid signatures:
Mame of user 15/4/2020
Step 9
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= STEP 10
You may still edit the document after it is being signed on it
Click “Yes’ to proceed next

NOTE: The signature will be removed if there amendments on the signed document. You will
need to sign on the document again after you have edited it.

Microsoft Word >

o Editing will remove the signatures in this document. Do you want to continue?

Step 10 < | [ ¥es No

Was this information helpful?
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11.

Configuration of Secure Email on Microsoft Outlook

STEP 1

Upon installation of the certificate to configure the Outlook, refer to the STEPs below:

Click "Files" on the Outlook menu bar
Click “Options”

Click “Trust Center”

Click “Email Security”

Trust Center ? X
Trusted Publishers .
i Encrypted email
Prl-.'nc_. Optrons
Rﬁ I:‘ Encrypt contents and attachments for outgeing messages
il fi
Email Secufity [ add digital signature to outgoing messages
Artachment Handling [#] Send clear text signed message when sending signed messages
Automatic Download [] Eequest S/MIME receipt for all S/MIME signed messages
Macro Settingt Default Setting: Name of user S/MIME Settings -
Aag g z
Programenatic Access Digital IDs (Certificates)
[ Digital IDs o Certificates are documents that allew you to prove your identity in electronic transactions,
Impan/Export...
Read as Plain Text
[] Read all standard mail in plain text
Script in Folders
[] Allow script in shared folders
E Allow scnpt in Publec Folders
oK Cancel
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= STEP2

To define the security settings, specify which certificate will be required. Click on "Settings..."
button as shown below:

Change Security Settings *

Security Setting Preferences

Security Settings Mame:
I v

Cryptography Format: | S/MIME

|:| Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages
Security Labels... HNew Delete

Certificates and Algorithms

Signing Certificate: Choose...
Encryption Certificate: Choose...

Send these certificates with signed messages

The security settings can be categorized under each required individual and named

accordingly:

» Secure Message Format (type of e-mail)

» Digital Signature Settings

> Encryption Settings

> Security Setting Preferences (setting defaults)

Change Security Settings X

Security Setting Preferences

Security Settings Mame:

‘ Name of user  S/MIME Settings ™

Cryptography Format:  S/MIME
Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages
Security Labels... New Delete

Certificates and Algorithms

Signing Certificate: Name of user Choose...
Hash Algorithm: SHA256 ~
Encryption Certificate: | Name of user Choose...
Encryption Algorithm: | AES (256-bit) ~

Sgnd these certificates with signed messages

» Hash Algorithm should be “SHA256”
» Encryption Algorithm should be “AES (256-bit)”

Netrust Restricted
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STEP 3

Then proceed to choose the Signing Certificate and Encryption Certificate

Windows Security

Select a Certificate

Mame of user Verification Certificate
Issuer: Netrust CA 2-1
Valid From: 27/11/2019 to 27/11/2022

Click here to view certificate properties

oK Cancel

Windows Security

Select a Certificate

Name of user Encryption Certificate
Issuer: Netrust CA 2-1
Valid From: 26/11/2019 to 26/11,/2022

Click here to view certificate properties

QK Cancel
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= STEP4
Digitally signing your e-mail messages with Microsoft Outlook

The first STEP to secure the e-mail messages is to sign them using the digital certificate.

Follow the STEPs below to successfully sign an email:

a) Open a new email window:

H - Untitled - Message (HTML) 53l — O b4
Message Insert Options Format Text Review Help Q Tell me what you want to do

- a (o) 0.0 ) ) K e [ ]
Aa B colors {i/\) ] Tl] [] Request a Delivery R t ¥ =
nssa : Al q Ty hecelp = o
Fonts = sE= n .. . <
Themes - } age Bee Encrypt  Sign Use Voting O Request a Read Receipt Save Sent Dgla}r Dlrect
- ects ™ Color- - Buttons ~ Item To = Delivery Replies To
Themes Show Fields Encrypt Tracking N More Options [P o

From G Suite - customersupport@netrust.net

Send

To...
Cc...

Subject

¢ Inthe Message ribbon in the Options section displayed are the two Mail Security icons, the
first is the signing icon and selecting this will sign the email with the chosen certificate, the
second is the encrypting icon and selecting it will encrypt the email

Signing Icon Encrypting Icon

R

Sign Encrypt
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= STEPS5
Encrypting the e-mail messages with Outlook

Signing a message does not affect the contents of the message in any way or protect the
message from being intercepted and read by someone other than the intended recipient. To
ensure that only the recipient can read a message, you must also_encrypt the message.

B © -8 = Untitled - Message (HTML) = — | X
Message Insert Options Format Text Review Help Q Tell me what you want to do
j B colars - j = o] 0.0 i i " O [ ]
Fonts - & EE(- [ O Request a Delivery Receipt ;‘ i 'J V‘e
Themes @IEFF B Page Bee Encrypt Sign Use Vaoting O Request a Read Receipt Save Sent Dn?lay Direct
- ects ™ Color~ - Buttons - Itern To = Delivery Replies To
Themes Show Fields Encrypt Tracking = More Options = o
E t
From w G Suite - customersuppo nene
= Encrypt this item.
El To...
send For example, you may be able to
Ce. restrict people who receive this
subject message from forwarding it to

other people.
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= STEPG6

To encrypt your message, add the online directory of the certification authority
(Idap21.netrust.net). To do so, follow the STEPs below:

Click on “Account Settings...”

Account Information

Chpens B Exppoat

0 Suits U!.L‘fsrwh..-'.t.n"
MAR

#*  Add fAccount

Save Attachmenis

iy 1— ﬁ Account Settings
- Change settings Tod Thi SECOLVE o8 S61 U MOie CoRRECTSAL.
'!'PHF; = Chef the Cutbook spp for iPhone. Psd Ao, o Windoes 10 Mobile
Ofice T
Bccount M | A Cania il Gt R
i Aol s rermive scoounts of Change
Ferdback sxigting connection setling by ernptying Deleted Mems and areFimog
Update Pawwwrord
Chpfnng Update the accoun patiword saved i
Chut ok
Emat T Account Mamo and Sync Sottings
- L LR e
ﬂ' II_r..I:.-r.I. BRI B oCD ‘I' II 'I'r" g ”h . D yORf IO o EiThmil FAEkapes, and receive
account name and Telder syre serlings bkt o o el
ﬁ SrraaEt St inage
Upclate Ingons informaisn, such 81 serser
nemie. port, and suthenication soHing:

kA Add-ins

lpcting your Outicok s perieng s

,:::, Change Profile

i » ] ¥

boms Restan Buiosolt Outlook s chooie 8
differant profde

Manage Prafibes
B Kok savel cmrucrvs: peeitilen ot changs

enictimg profde settings

= STEP7

Select “New” to add the server name

Account Settings >

Directories and Address Books
You can choose a directory or address book below to change or remove it.

Email  Data Files RSS Feeds SharePoint Lists  Internet Calendars Published Calendars | Address Books |

Il Hew... I Change... X Remove

Mame Type
G Suite - User @netrust.net MAR
Outlook Address Book BLAP

Close

Netrust Restricted
Copyright © 2024 Netrust Pte Ltd. All Rights Reserved. Page 56 of 74



Netrust User Setup Guide

Version 1.7
= STEPS8
Select “Internet Directory Service (LDAP), click “Next”
Add Account =
Directory or Address Book Type
‘You can choose the type of directory or address book you'd like to add.
@Elnlernet Directory Service (LDAP):
Connect to an LDAP server to find and verify email addresses and other
information,
() Additional Address Books
Connect to an address book to find and verify email addresses and other
information.
= Back Cancel Help
Add Server Name as: Ldap21.netrust.net
Add Account e

Directory Service (LDAP) Settings

You can enter the required settings to access information in a directory service.

Server Information
Type the name of the directory server your Internet service provider or
system administrator has given you.

Server Name: Ldap21.netrust.net

Logon Information

|:|Th15 server requires me to log on

Reguire Secure Password Authentication (SP4)

More Settings ...

<ok Concal | [
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e STEP9

Upon adding the Server Name, proceed to Restart the Outlook

Account Settings x

Directories and Address Books
You can choose a directory or address book below to change or remaowe if.

Email  DataFiles RSSFeeds SharePoint Lists Internet Calendars Published Calendars | Address Books |

[ Hew.. 5 Change.. % Remove

Name Type
G Suite = User@netrustnet LA
Outlook Address Book KARI
Ldap21.netrust.net LDAP

LClose
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12. How to Enrol/Recover Certificate via Entrust Certificate
Agent

Enrolment

= STEP1

Search for Enroll for Entrust Digital ID

= STEP2

Select Enroll for Entrust Digital ID App

All Apps Documents Web More w
Best match
. Enroll for Entrust Digital 1D )
= . 9 C: Step 2 &
pp

Search the web L.
Enroll for Entrust Digital ID

L enroll for Entrust Digital ID - see web > App

results

= Open
Run as administrator

Open file location

3 =4l

Unpin from taskbar

Pin to Start

B x

Uninstall
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= STEP3

Select ‘Next’ to proceed

& Enroll for Entrust Digital ID Wizard X
@ Welcome to the Enroll for Entrust

Digital ID Wizard
ENTRUST

SECURING A WORLD IN MOTION  An Entnust digital ID may enable you to encrypt, digtally sign,
and authenticate file, e-mail, Web, and Virtual Private Network
(VPN) transactions. Your administrator will determine the
functionality of your Entrust digital ID.

The Enroll for Entrust Digital ID Wizard helps you:
-create an Entrust digtal ID

- save the Entrust digital 1D on your computer, in a
Directory, and/or on a smart card

L) ¥ you are enroling with a smart card. insert the smart card
into the reader.

Step 3
To continue., click Next. u

Cancel

[= 2]
1]
tel

= STEP4
Enter the Reference number and Authorization code
= STEPS5

Select ‘Next’ to proceed

—

& Enroll for Entrust Digital ID Wizard X

Specify your activation codes
The wizard needs to know your activation codes so that it can enroll for an Entrust
digttal |D that is right for you.

Enter your reference number and authorization code:

g

Step 4
\i/ Your administrator should have provided these values to you for example,
reference number: 91480170 and authorization code: CRTJ-8VOR-VFNS).

Step 5

S
| < Back Next Cancel
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= STEPG6

Select ‘Next’ to proceed

,S Enroll for Entrust Digital ID Wizard X
| Confirm Entrust Digital ID Enrollment
Entrust is now ready to enroll for your Entrust digital ID.

Click the Next button to enroll for your Entrust digital ID.

,_i/‘ Your administrator may have configured your enroliment to display dialog boxes
from other vendors. For example, Microsoft or smart card vendors’ dialog boxes
may appear while using this part of the enrollment wizard.

Step 6

J

< Back Cancel
= STEP7
Ensure the correct token is selected from the drop down list
= STEPS8
Select ‘OK’ to proceed
(S safeNet Authentication Client Tools - X
YOU CAN BE SURE
Select a token from the drop-down kst
Netrust Test Token (0279884f) v

O Cance
Step 7 )
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= STEP9
Select ‘OK’ to proceed
= STEP 10

Select ‘OK’ to proceed

® safeNet Authentication Client Tools — x

NETRUST

YOU CAN BE SURE

Enter the Token Password
Token Name: Netrust Test Token
Token Password: Il
O Current Language: EN
Step 9
OK Cancel
Step 10

= STEP11
Ensure the correct token is selected from the drop down list again
= STEP 12

Select ‘OK’ to proceed

(S SafeNet Authentication Client Tools

NETRUST

YOU CAN BE SURE

Select a token from the drop-down kst
Netrust Test Token (0279884) v

O Cance
Step 11 0

Step 12
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= STEP 13

Click on ‘Finish’ once the enrolment is completed

r & Enrc;;! for Entrust Digital ID Wizard o X
| Completing the Enroll for Entrust
Digital ID Wizard
ENTRUST

SECURING A WORLD IN MOTICN  The Enroll for Entrust Digital ID Wizard has completed:
- creating your Entrust digital 1D

- saving the Entrust digital ID on your computer, in a
Directory, and/or on a smart card

Your Entrust digital ID may now be used to encrypt, digitally sign,
and/or authenticate transactions. Your administrator has
configured the specffic functionaltty of your Entrust digttal ID.

Step 13
To close this wizard, click Finish. a
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Recovery

= STEP1

Search for Recover Entrust Digital ID

= STEP2

Select Recover Entrust Digital ID App

Apps Documents web More v

Best match

% Recover Entrust Digital ID E> Step 2 (%
App

Search the web L.
Recover Entrust Digital ID

£ recover Entrust Digital 1D - See web N App

results

= Open

dl

Run as administrator

Open file location

s =

Unpin from taskbar

Pin to Start

= ¥

Uninstall

Step 1

ﬂ 2 recover Entrust Digital ID|

|

Netrust Restricted
Copyright © 2024 Netrust Pte Ltd. All Rights Reserved. Page 64 of 74



Netrust User Setup Guide Version 1.7

= STEP3

Select ‘Next’ to proceed

B Recover Entrust Digital ID Wizard - X
Welcome to the Recover Entrust
Digital ID Wizard

ENTRUST

SECURING A WORLD IN MOTION  An Entrust digital ID may enable you to encrypt, digitally sign,
and authenticate file, e-mail, Web, and Vitual Private Network
(VPN) transactions. Your administrator will determine the
functionality of your Entrust digital ID.

The Recover Entrust Digital 1D Wizard helps you:
- recover an Entrust digital 1D

- save the Entrust digital ID on your computer, in a
Directory, and/or on a smart card

i) If you are recovering with a smart card, insert the smart

card into the reader.
Step3
To continue, click Next. 0
Back Cancel
= STEP4
Enter the Reference number and Authorization code
= STEPS5
Select ‘Next’ to proceed
85 Recover Entrust Digital ID Wizard X
f Specify your activation codes
The wizard needs to know your activation codes so that it can recover your
Entrust digital ID. [
Enter your reference number and authorization code:
Reference number:
Authorization code:
|
N Step 4
&) Your administrator should have provided these values to you for example,
reference number: 91480170 and authorization code: CRTJ-8VOR-VFNS).
|
Step 5
< Back Next Cancel
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= STEPG6

Select ‘Next’ to proceed

& Recover Entrust Digital ID Wizard X
Confirm Entrust Digital ID Recovery
Entrust is now ready to recover your Entrust digital ID.
|

Click the Next button to recover your Entrust digital ID. |

i) Your administrator may have configured your recovery to display dialog boxes from
other vendors. For example, Microsoft or smart card vendors' dialog boxes may
appear while using this part of the recovery wizard.

Step 6

L

Cancel

= STEP7

Ensure the correct token is selected from the drop down list

() safeNet Authentication Client Tools - 2

NETRUST

YOU CAN BE SURE

Select a token from the drop-down kst
Netrust Test Token (0279884f) v

O Cance
Step 7 G

Step 8

= STEPS8

Select ‘OK’ to proceed
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= STEP9

Type token password when prompted

(S) SafeNet Authentication Client Tools - 1%

NETRUST

YOU CAN BE SURE

Enter the Token Password

Token Name Netrust Test Token
Token Password: [|
G Current Language: EN
Step 9 OK Cancel
Step 10
= STEP 10
Select ‘OK’ to proceed
= STEP 11
Click on ‘Finish’ once the recovery is completed
| &-é;v;r Entrust Digital ID Wizard - X |
|
Completing the Recover Entrust *
Digital ID Wizard 1

ENTRUST
SECURING A WORLD INMOTION _ The Recover Digital ID Wizard has completed:
- recovering your Entrust digital ID

- saving the Entrust digital ID on your computer, in a
Directory, and/or on a smart card

Your Entrust digital ID may now be used to encrypt. digitally sign.
and/or authenticate transactions. Your administrator has
configured the specffic functionality of your Entrust digital ID.

Step 11
To close this wizard, click Finish. 0
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13. How to Initialize eToken via SafeNet Authentication Client Tools

WARNING: The token initialization process will delete all token content and reset all
token parameters. DO NOT perform this unless Recovery codes are issued by Netrust

Please ensure that Safenet Authentication Client version 10.8 R10 has been installed.

= STEP1
Search for SafeNet Authentication Client Tools

= STEP?Z2
Select SafeNet Authentication Client Tools Application

Q Safel".l-.?: Authentication Client Tools
(5 @ Apps Documents Web  Settings Folders  Photos » a
Best match
g SafeNet Authentication Client Tools N s )
e App e
SafeNet Authentication Client Tools
App
@ oOpen
Run as administrator
[ Open file location
b} Unpin from Start
3 Unpin from taskbar
'\E Uninstall
T —
4m
a Q
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= STEP3
Select Advanced View icon
(S safeNet Authentication Client Tools - x
NETRUST
YOU CAN BE SURE @ﬂ@ﬁ
meoscmm [ / Rename Token J
l Feddek Change Token Password l
r"]q
®

B =

© Netrust Pte Ltd.

= STEP4
Right click on the user’s token and select ‘Initialize Token...’

i R
S SafeNet Authentication Client Tools - *

NETRUST

YOU CAN BE SURE @ﬂ?a

§ SafeNet Authentication Clent Tools GPRENPEND

#% Tokens

~ % Cand #2672A2289856D""*

R &% Setngs Initialize Token,., (g +q72A32B38560004
vane

» 3 Kiti Ry

o let eToken 5110+ FIPS 0

16} Chent Settings Leg On to Token...

Change Password... i

-0D0011F55C957850C00011F55C9578
Rename Token... n 5110+ FIPS

e
e Java Applet 450 F

nt

Nnnn?d:m?mdum; 5

Token Password expiration No expiration
Administrator Password Locked
Intiskzation Key Retries remaining 5

FIPS Profile FIPS 1402 L2
Full Secure Messaaina (SM) No

© Netrust Pte Ltd.
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= STEPS
Select ‘Configure all initialization settings and policies’

= STEPG6
Click ‘Next’ to proceed

S Initialize Token - Initialization Options >3
N
[ r ]) NETRUST |
L YOU CAN BE SURE

! Waming!
This operation will delete all token content

Please choose the way you want to intialize the token

(O) Preserve the token settings and policies
© Configure all intialization settings and policies!

Back Next > Finist Cancel

= STEP7
Click ‘Use Default Initialization Key’ and click ‘Next’

§ Initialize Token - Initialization Key Settings
[- \) NETRUST
[ ] y YOU CAN BE SURE

| Default Intialization Key

| | ©Olse Defout intiakzation Key

I (O Use this inttialization key:

Next Intialization Key

() Change the key for the next inttialization to:

Uetfault

< Back Next > Finish Cancel
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= STEPS8
Type in the desired token name

= STEP9
Uncheck “Token Password must be changed on first logon” and click “Finish”

= STEP 10
Click ‘Finish’ to proceed

‘ 5'3_ Initialize Token - Password Settings X
\

(:)NETRUST

Token Name: My Token
Create Token Password
New Token Password sesesssene
Confim Password sessssssse
Logon retries before token is locked 15 =

-

(OiToken password must be changed on first logon!

Cument Language: EN

< Back Finish Cancel
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= STEP11
Click ‘OK’ to proceed

r

,,,g‘ SafeNet Authentication Client Tools =

NETRUST

YOU CAN BE SURE @012 e

S) SafeNet Authentication Client Tools @ @@{§\| @EE [i“@
v -4% Tokens
M e Token name Card #2672A32838560004
® ?u :,ws - '
i ) " e n N C b4
‘:‘ff Client Settings Initialize Token Notification 57
WARNING. |1F55C9578

‘{._

The token initialization process will delete all token content
and reset all token parameters. Click "OK to continue.

OK Cancel

Maximum Token Password retries 5
Token Password expiration No expiration

Administrator Password Locked
Inttialization Key Retries remaining 5
FIPS Profile FIPS 140-2 L2

| Ful Secure Messaaina (SM) No

© Netrust Pte Ltd.

(S) Initialize Token x

Initializing taken. ..

R o

Warning: Do not remove the token,
Removing the token during this operation will damage it.
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= STEP 12
Click ‘OK’ once the initialization is completed
' @ SafeNet Authentication Client Tools o X

NETRUST

YOU CAN BE SURE

8 SafeNet Authentication Client Tools
v 4% Tokens
|~ @ Card #2672A3289856D004
|1 4Gk Settings
I > KitiRa

{fj:} Client Settings

© Netrust Pte Ltd.

@0

YEREN PENMNS

Token name Cand #2672A3289856D004
Token category Hardware
;r‘_ﬂ —_— ‘ n 5110+ FIPS 0
! Initialize Token x ’DDN
|
| 5C957B50C00011F55CH578
| o Token initialized successfully, FIPS
|

45.0F

oK

ﬁ':kamﬁidlhlmiiq 5
Maximum Token Password retries 5

Token Password expiration No expiration
Administrator Password Locked
Inttialization Key Retries remaining 5

FIPS Profile FIPS 140-2 L2
Full Secure Messaaina (SM) No

i?a
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We thank you for engaging
Netrust as your trusted partner

NETRUST PTE LTD
19 Tai Seng Avenue #05-01
Singapore 534054

Tel: +65 6212 1388

Wwww.netrust.net

customersupport@netrust.net
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